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Integer Lattices

Definitions
Definition (Lattices)
Let a1, a, ..., ag be linearly independent vectors in R”. Then the free Z—module £
generated by these vectors is called a lattice of rank {. We say that £ is a full-rank

lattice if £ = n
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Integer Lattices

Definitions

Definition (Dual Lattice)
Let £ be a lattice in R”. The dual of lattice £ is given by

L* =Hompap(£L,Z) ={w € span(L) | (w, L) C Z}

Example

(a) The dual of Z" is Z".

(b) The dual of 2Z & Z is 3Z & Z.

(c) The dual of {x € Z" | 3, x; =0 mod 2}is Z"+ (3,3,...,

N
~—
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Integer Lattices
Hard problems [Peil5]

Definition (A;)

The value A;(£) € R, called the ith successive minimum, gives the smallest r € R
such that £ contains i linearly independent vectors of {2 norm not exceeding r.
Definition (SVP)

Given an arbitrary basis B of lattice £, find a shortest nonzero lattice vector, i.e.,, v € £
such that A1 (L) = ||v]l.

Definition (Approx-SVP-)
Given a basis B of n—dimensional lattice £, find a nonzero vector v € £ such that
vl < vy(n)-A1(L).
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Integer lattices
Hard problems [Peil5]

Definition (GapSVP,)
Given basis B of lattice £, where either A1 (L) < 1 or A1(£) > y(n) determine which is
the case.

Definition (SIVP,)

Given a basis B of a full-rank n—dimensional lattice £ output a set {s1,%,...,5,} C L
of independent vectors such that ||s;|| < A,(L) for i € [n].

Definition (BDD)

Given basis B and target point t € R” with ||t — £|| < d = A1(£)/2y(n), find the
unique lattice vector v € £ with ||t — v|| < d.
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Figure: Complexity of SVP, inspired by [Vai24]
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Integer Lattices

Algorithms and complexity

Definition (Sieving, informal, [Ste20])

1. Get a large list S of vectors. (|S| >> 2")

Homomorphic Encryption Example
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Integer Lattices

Algorithms and complexity

Definition (Sieving, informal, [Ste20])

1. Get a large list S of vectors. (|S| >> 2")

2. Find the differences of close vectors and add them to S (threshold depends on the
algorithm)
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Integer Lattices

Algorithms and complexity

Definition (Sieving, informal, [Ste20])

1. Get a large list S of vectors. (|S| >> 2")

2. Find the differences of close vectors and add them to S (threshold depends on the
algorithm)

3. Update S and remove long vectors (above some threshold)
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Integer Lattices

Algorithms and complexity

Definition (Sieving, informal, [Ste20])

1. Get a large list S of vectors. (|S| >> 2")

2. Find the differences of close vectors and add them to S (threshold depends on the
algorithm)

3. Update S and remove long vectors (above some threshold)

4. Stop when a vector with norm close to w/ﬁ(det(ﬁ))% is found.
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Integer Lattices

Algorithms and complexity

Example (Simplified LLL in Z?, [Ste20])
1. Consider a lattice £ generated by b; = (101, 20) and b, = (5,1).
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Integer Lattices

Algorithms and complexity

Example (Simplified LLL in Z?, [Ste20])

1. Consider a lattice £ generated by b; = (101, 20) and b, = (5,1).
2. Modify the basis such that ||by|| < ||ball, [|b2l] < |lbo £ b1l
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Integer Lattices

Algorithms and complexity

Example (Simplified LLL in Z?, [Ste20])

1. Consider a lattice £ generated by b; = (101, 20) and b, = (5,1).
2. Modify the basis such that ||by|| < ||ball, [|b2l] < |lbo £ b1l

101 5
20 1
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Integer Lattices

Algorithms and complexity

Example (Simplified LLL in Z?, [Ste20])

1. Consider a lattice £ generated by b; = (101, 20) and b, = (5,1).
2. Modify the basis such that ||by|| < ||ball, [|b2l] < |lbo £ b1l

101 5| swap |5 101
=
20 1 1 20
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Integer Lattices

Algorithms and complexity

Example (Simplified LLL in Z?, [Ste20])

1. Consider a lattice £ generated by b; = (101, 20) and b, = (5,1).
2. Modify the basis such that ||by|| < ||ball, [|b2l] < |lbo £ b1l

101 5 swap 5 101 reduce 5 1
— —
20 1 1 20 10
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Integer Lattices

Algorithms and complexity

Example (Simplified LLL in Z?, [Ste20])

1. Consider a lattice £ generated by b; = (101, 20) and b, = (5,1).
2. Modify the basis such that ||by|| < ||ball, [|b2l] < |lbo £ b1l

101 5 swap 5 101 reduce 5 1 swap 1 5
R R R
20 1 1 20 10 01
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Integer Lattices

Algorithms and complexity

Example (Simplified LLL in Z?, [Ste20])

1. Consider a lattice £ generated by b; = (101, 20) and b, = (5,1).

2. Modify the basis such that ||by|| < ||ball, [|b2l] < |lbo £ b1l

Homomorphic Encryption Example
(ele}

101 5 swap 5 101 reduce 5 1 swap 1 5 reduce 1 0
R R R S
20 1 1 20 10 01 01

3. (1,0) is our solution to the SVP problem.



Integer Lattices and Hard Problems Learning with Errors Ring Learning with Errors Polynomial Learning with Errors Homomorphic Encryption Example
0000000800 00000 000000 88 [ele)

Integer Lattices

Algorithms and complexity

We instead consider the conditions
L |[b1]? < Nlbal? + 2|y 12
2.yl <1/2

where b is the Gram-Schmidt vector attained from by = w- by + bs.
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Integer Lattices

Algorithms and complexity

We instead consider the conditions
L |[b1]? < Nlbal? + 2|y 12
2.yl <1/2

where b is the Gram-Schmidt vector attained from by = w- by + bs.
Note that

1. det(£) = ||byll - |16l
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Integer Lattices

Algorithms and complexity

We instead consider the conditions
L |[b1]? < Nlbal? + 2|y 12
2.yl <1/2

where b is the Gram-Schmidt vector attained from by = w- by + bs.
Note that

1. det(£) = lIball - 1ol
2. min{||ball, 1b2[} < A1(£) < Iyl
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Integer Lattices

Algorithms and complexity

We instead consider the conditions
L |[b1]? < Nlbal? + 2|y 12
2.yl <1/2

where b is the Gram-Schmidt vector attained from by = w- by + bs.
Note that

1. det(£) = lIball - 1ol
2. min{||ball, 1b2[} < A1(£) < Iyl

— |Iball < /4/3 - 11yl
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Integer Lattices

Algorithms and complexity

We instead consider the conditions
L |[b1]? < Nlbal? + 2|y 12
2.yl <1/2

where b is the Gram-Schmidt vector attained from by = w- by + bs.
Note that

1. det(£) = lIball - 1ol
2. min{||ball, 1b2[} < A1(£) < Iyl

— |Ib1ll < /4/3 - ||byl|
< V4/3-M(L)

= [l
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Integer Lattices

Algorithms and complexity

Definition (LLL Algorithm, [Ste20])
(i) & IBill < llbisall? + u?i 11672
(i) Iwijl <1/2

1. If (ii) is not satisfied, reduce.

2. If (i) is not satisfied, swap b; and bj 1
3. Repeat until both are satisfied.

Remark
This algorithm solves \/(4/3)"—SVP in polynomial time.
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Integer Lattices

Discrete Gaussians

Definition (Elliptic Gaussian)

We say that a random variable X has the continuous elliptic N-dimensional Guassian
distribution of mean zero and covariance matrix X if it has probability density function

_ 1 _} Ty—1
pr(x) = (27[)Ndet(}:)exp< 2x )X x)
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Integer Lattices

Discrete Gaussians

Definition (Elliptic Gaussian)

We say that a random variable X has the continuous elliptic N-dimensional Guassian
distribution of mean zero and covariance matrix X if it has probability density function

_ 1 R
pr(x) = (27[)Ndet(}:)exp< 2x )X x>

Definition (Discrete Gaussian)

Let £ be a full-rank lattice in RN. We say that the discrete random variable X
supported on £ is a discrete elliptic Gaussian random variable if it has the
probability distribution

x] = Pr(x)

= for all x € L.
(L)

PriX =
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Learning with errors

Distribution and problems

Definition (LWE distribution)

For a vector s € Zg, the LWE distribution As , over ZZ X Zg is induced by the process
a< UlZg), e+ x, b=(sa)+e output (a b).

where U(Zg) is the uniform distribution on Zg and x is the error distribution.

Definition (Search-LWE,, 4.m)

Given m linearly independent samples from Ay, find s.

Definition (Decision-LWE,, 4 .m)

Given m linearly independent vectors from Zg x Z, determine whether they are
uniformly distributed or sampled from some A, for uniformly random s € Zg.
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Learning with errors
Reformulation of GapSVP [Peil5]

Definition (GapSVP¢ )

Given a basis B of lattice £ and real number d with

(a) A(L) < ¢(n).

(b) min; 16|l = 1 where b; is the Gram-Schmidt orthogonalized version of b; € B
(c) 1>d=(n)/y(n)

determine whether A1(£) < d or A1(£) > vy(n) - d.
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Learning with errors
Reformulation of GapSVP

Remark

1.
2.

min; ||b;ll = 1 implies A1(£) > 1 and this is without loss of generality by scaling B.

1>d > ((n)/v(n) is without loss of generality because the instance is trivially
solvable when d lies outside of the range.

For ¢(n) > 2(n=1)/2 the GapSVP;  problem is equivalent to the GapSVP,, since
we can use the LLL algorithm to find another basis with

ML) < bl < 27772 - min ||



Integer Lattices and Hard Problems Learning with Errors Ring Learning with Errors Polynomial Learning with Errors
0000000000 [e]e]e] le] 000000 (e}

00

Homomorphic Encryption Example
oo

Learning with errors

Hardness

Theorem ([Reg05])

For any m = poly(n), any modulus g < 2P°Y(") and any discretized Gaussian error
distribution x of parameter « where xq > 21/n and 0 < « < 1, solving the
Decision-LWE,, 4 x.m problem is at least as hard as quantumly solving GapSVP,, and
SIVP,, on arbitrary n—dimensional lattices, for somey = O(n/x).



Learning with Errors
feleYeY Yo)

Learning with errors

Hardness

Theorem ([Reg05])

For any m = poly(n), any modulus g < 2P°Y(") and any discretized Gaussian error
distribution X of parameter « where xq > 2/n and 0 < o < 1, solving the
Decision-LWE,, 4 x.m problem is at least as hard as quantumly solving GapSVP,, and
SIVP,, on arbitrary n—dimensional lattices, for somey = O(n/x).

Theorem ([Pei09])

Let & = oc( )€ (0,1) andy =v(n) = n/(x+/log n). Suppose {, = {(n) >y and
g =q(n) = (¢/+/n) - w(\/logn). Then there exists a (classic) probabilistic
polynomlal—t/me reduction from solving GapSVP¢ ~, in the worst case (with
overwhelming probability) to solving Search-LWE, g ..m-
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Learning with errors

Shortcomings

1. Large key sizes (public key size increases with O(n?log q))
2. Slow multiplication (Lacking in FFT-like algorithms)
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Interlude on ideal lattices

Definition (ldeal lattice)

An ideal lattice is in integer lattice £(B) C Z" corresponding to some ideal of
R = Z[x]/(f) where f is irreducible, monic, and of degree n.

Example
Consider R = Z[x]/(1 + x?) which can be embedded into C? via the Minkowski

canonical embedding.

o: R — C?
1 (1,1)
x = (i,—1)

Then the vectors (1,0, 1,0), (0,1,0, —1) generate an ideal lattice in R%.
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Return of the Discrete Gaussian

Discrete Gaussians on Ideal Lattices

Remark

Note that if we embed R into RN using the coefficient embedding o coefr then o coef R)
is an ideal lattice. Moreover, if X is a discrete Gaussian random variable with values in
OcoefrlR) then we can define the random variable Xq of finite support consisting of the

reductions of the values of X modulo q. More explicitly,

PriX;=x= Y p(z)) for all X € Goel(Rq).

2€ Toou(R) pr(Gcoeﬁ(Rq)

z=x mod q

where p, is the probability density function of the discrete Gaussian.
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Ring Learning with Errors

Distribution and problems

Definition (RLWE distribution)

Let K be a number field and Ok be its ring of integers. For rational prime g,
s € Rg = Ok/qOk and error distribution x on Ry the RLWE distribution As y is given

by
a< U(Ry), e<x, b=as+e, output(a,b).

That is, the joint probability distribution of random variables a and b is given by

1 _
Ps,x(aoy bO) = ]P)[a = 30]]1])“3 = bO | a= 30} = ]P)s,x(aOv bO) = ﬁX(b - 305)
q

where ¥(e’) = > x(e)
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Ring Learning with Errors
Distribution and problems [RSW18]

Definition (Decision RLWE)

Given m independent samples (aj, b;) € Rqg X Ry, i €{1,..., m} determine whether
these samples are

(i) from Agy for some fixed s

(ii) from the uniform distribution on Rq X Ry
Definition (Search RLWE)
Given m samples (a;, bj) € Ds, i €{1,..., m}, where s <~ U(Ry), find s.

Remark

Decision RLWE is the problem that we base our cryptosystems on.
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Hardness of RLWE

Theorem ([LPR10], informal)

For m = poly(n), the cyclotomic ring R of degree n over Z and appropriate choices of
modulus q and error distribution X of error rate « < 1, solving the RLWE y m problem

is at least as hard as quantumly solving the SVIP, problem on arbitrary ideal lattices in
R fory = poly(n)/«x.

Worst case approx-SVP in R

. ) . < search RIWE < decision RLWE
on ideal lattices in R

b

(quantum, (classical,
any R = 0k) cyclotomic R)
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Hardness of RLWE

Theorem ([PRS17], informal)

Let K be any number field of degree n and R = Oy be its ring of integers. For large
enough modulus q and appropriate choice of error distribution X of error rate x < 1,
solving the RLWE . m problem is at least as hard as quantumly solving the SVP,
problem on arbitrary ideal lattices in R for y = max(n(J) - v2/x - w(1), v2n/A1(TV)}.

Wi -SVvP
ors.t case ap.prox. S < decision RLWE
on ideal lattices in R ,\

(quantum,
any R = Ok)
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Definition of PLWE

Definition (PLWE Distribution)

Let f(x) be a monic irreducible polynomial in Z[x]. Denote by Of the quotient ring
Z[x]/(f(x)) and set Ry = O¢/qO¢. For s € R and X an error distribution over R, the
PLWE distribution B , is given by

a< U(Ry), e<+xX, b=a-s+e, return(a b)
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PLWE Problems

Definition (Decision PLWE)

Given m independent samples (aj, b;) € Rqg X Ry, i €{1,..., m} determine whether
these samples are

(i) from By for some fixed s

(i) from the uniform distribution on Rq X Rq

Definition (Search PLWE)
Given m samples (a;, bj) € Bsy, i €{1,..., m}, where s <= U(Ry), find s.
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Some attacks on PLWE

Theorem ([Eli+16], [BDS24], informal)

If the polynomial f(x) has a root « of small order and small residue in a field extension
of F, the decision PLWE problem can be solved in polynomial time.
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Some attacks on PLWE

Theorem ([Eli+16], [BDS24], informal)

If the polynomial f(x) has a root « of small order and small residue in a field extension
of F, the decision PLWE problem can be solved in polynomial time.

Theorem ([CDW17])

Let a be an ideal of Ok where K is a cyclotomic number field of prime power conductor.
Assuming GRH, there exists a quantum polynomial time algorithm which returns an
element v € a with

||V||Euc < Nal/nexp(o(ﬁ))



Integer Lattices and Hard Problems

Learning with Errors Ring Learning with Errors
0000000000

Polynomial Learning with Errors
00000 000000 00

Homomorphic Encryption Example
(ele}
oe

Maximal Totally Real Subfields of Cyclotomic Fields?

Theorem ([BL24], [Bla22b], informal)

The small root attacks for « = +2 and o = £1 are ineffective when the irreducible

polynomial f(x) is defined over the maximal totally real subextension of the cyclotomic
field.
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Maximal Totally Real Subfields of Cyclotomic Fields?

Theorem ([BL24], [Bla22b], informal)

The small root attacks for « = +2 and o = £1 are ineffective when the irreducible

polynomial f(x) is defined over the maximal totally real subextension of the cyclotomic
field.

Remark

The ring of integers of a maximal totally real subextension of a cyclotomic field is not in
general an ideal of the ring of integers of the cyclotomic field.
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Example Application: Homomorphic Encryption [BV11a]

e R=Z[X]/(1+ sz), Rq = R/qR. Symmetric key s < Rj.
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Example Application: Homomorphic Encryption [BV11a]

e R=ZIX]/(14+X?), Ry =R/qR. Symmetric key s < Ry.

® Encs(m € Ry): choose a “short” e € R such that e = m mod 2. Let
Ry and ¢q=-c-s+ecRy

and output ¢(S) = o + 1S € Ry[S]. (Notice: c(s) =e mod q.)
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Example Application: Homomorphic Encryption [BV11a]

e R=ZIX]/(14+X?), Ry =R/qR. Symmetric key s < Ry.

® Encs(m € Ry): choose a “short” e € R such that e = m mod 2. Let
Ry and ¢q=-c-s+ecRy

and output ¢(S) = o + 1S € Ry[S]. (Notice: c(s) =e mod q.)
Security: (c1, ¢p) is an RLWE sample (essentially).
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Example Application: Homomorphic Encryption [BV11a]

e R=ZIX]/(14+X?), Ry =R/qR. Symmetric key s < Ry.

® Encs(m € Ry): choose a “short” e € R such that e = m mod 2. Let
Ry and ¢q=-c-s+ecRy

and output ¢(S) = o + 1S € Ry[S]. (Notice: c(s) =e mod q.)
Security: (c1, ¢p) is an RLWE sample (essentially).

® Decs(c(S)): get short d € R such that d = ¢(s) mod g. Output d mod 2.
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Example Application: Homomorphic Encryption [BV11a]

e R=ZIX]/(14+X?), Ry =R/qR. Symmetric key s < Ry.

Encs(m € Ry): choose a “short” e € R such that e = m mod 2. Let

Ry and ¢q=-c-s+ecRy

and output ¢(S) = o + 1S € Ry[S]. (Notice: c(s) =e mod q.)
Security: (c1, ¢p) is an RLWE sample (essentially).

Decs(c(S)): get short d € R such that d = ¢c(s) mod g. Output d mod 2.
EvalAdd(c, c¢’) = (¢ +¢)(S), EvalMul(c, c’) = (c- c’)(S).
Decryption works if e + e’, e - e are “short enough”.
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Example Application: Homomorphic Encryption [BV11a]

R =1ZIX]/(1+X%), R, =R/qR. Symmetric key s + R,
Encs(m € Ry): choose a “short” e € R such that e = m mod 2. Let

Ry and ¢q=-c-s+ecRy

and output ¢(S) = o + 1S € Ry[S]. (Notice: c(s) =e mod q.)

Security: (c1, ¢p) is an RLWE sample (essentially).

Decs(c(S)): get short d € R such that d = ¢c(s) mod g. Output d mod 2.
EvalAdd(c,¢’) = (c+¢’)(S), EvalMul(c, c’) = (c-c’)(S).

Decryption works if e + €', e - e’ are “short enough”.

Many mults = large power of expansion factor
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Example Application: Homomorphic Encryption [BV11a]

R =1ZIX]/(1+X%), R, =R/qR. Symmetric key s + R,
Encs(m € Ry): choose a “short” e € R such that e = m mod 2. Let

Ry and ¢q=-c-s+ecRy

and output ¢(S) = o + 1S € Ry[S]. (Notice: c(s) =e mod q.)

Security: (c1, ¢p) is an RLWE sample (essentially).

Decs(c(S)): get short d € R such that d = ¢c(s) mod g. Output d mod 2.
EvalAdd(c,¢’) = (c+¢’)(S), EvalMul(c, c’) = (c-c’)(S).

Decryption works if e + €', e - e’ are “short enough”.

Many mults = large power of expansion factor = tiny error rate
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Example Application: Homomorphic Encryption [BV11a]

e R=ZIX]/(14+X?), Ry =R/qR. Symmetric key s < Ry.

® Encs(m € Ry): choose a “short” e € R such that e = m mod 2. Let
Ry and ¢q=-c-s+ecRy

and output ¢(S) = o + 1S € Ry[S]. (Notice: c(s) =e mod q.)

Security: (c1, ¢p) is an RLWE sample (essentially).
® Decs(c(S)): get short d € R such that d = ¢(s) mod g. Output d mod 2.
e EvalAdd(c,c’) = (c+c’)(S), EvalMul(c,c’) = (c-c’)(S).

Decryption works if e + €', e - e’ are “short enough”.

® Many mults = large power of expansion factor = tiny error rate «* = big
parameters!
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